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DETAILED ACTION 



1 . Applicant's request for reconsideration of the finality of the rejection of the last 
Office action is persuasive and, therefore, the finality of that action is withdrawn. 

2. This non- final office action is in response to paper number 16, 

Response/ Amendment D, which was received 8/12/03, Claims 1-37 are presented for 
examination. 



Drawings 

3. The drawings are objected to under 37 CFR 1 .83(a). The drawings must show 
every feature of the invention specified in the claims. Therefore, the "wherein at least 
one message of said plurality of messages has not been classified, before determining that 
a threshold number of said plurality of electronic mail messages have a particular content, 
as belonging to said first type" must be shown or the feature(s) canceled from the 
claim(s). No new matter should be entered. 

A proposed drawing correction or corrected drawings are required in reply to the 
Office action to avoid abandonment of the application. The objection to the drawings 
will not be held in abeyance. 



Claim Rejections - 35 USC § 112 
The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 
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4. Claims 4-7, 15, 18, and 31 are rejected under 35 U.S.C. 1 12, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

5. Claims 4-7, 15, 18, and 31 recites the limitation "signature elements." There is 
insufficient antecedent basis for this limitation in the claim. Rejection would be 
overcome if "signature elements" was amended to "message signature elements." 

Claim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1-4, 8-11, 19, 26-29, 32 and 35 are rejected under 35 U.S.C. 103(a) as 
being unpatentable by Leeds (US 2002/0016824 Al) in view of Horvitz (US 
6,161,130). 

7. Referring to claims 1, 26, and 29 Leeds teaches an electronic mail system, method 
and computer-readable medium (''the computer system 100 further includes a floppy disk 
drive 114; other removable media devices (e.g., compact disc 119, tape, and removable 
magneto-optical media (not shown)); and a hard disk 112, or other fixed, high density 
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media drives, connected using an appropriate device bus (e.g., a SCSI bus or an 
Enhanced IDE bus) [002 2 J, and e-mail, page 2, 0024) of automatically generating a set 
of criteria based on contents of a plurality of emails (''authenticator " to determine if a 
received email is a junk email, page 7, 0012, Fig. 7, "(3) a learning knowledge base that 
creates its own rules to ascertain prior junk e-mail characteristics and subsequently adds 
those criteria to the knowledge base to prevent future junk e-mail with the same or 
similar characteristics from being delivered. '\ [0025]) which comprises: 

- receiving an electronic mail message over a network/server (e-mail message, 
network, page 3, 0035, e-mail messages automatically scanned and parsed at server, 
page 2, 0024); 

- determining whether electronic mail message satisfies set of criteria (scored to 
probable characteristics, origination, validity and desirability of mail, page 2, 0024, 
and status of mail as junk e-mail or valid message, page 2, 0025); 

- if electronic mail message satisfies set of criteria, then processing electronic mail 
message as first type of electronic mail Q'unk e-mail, page 2, 0025); 

- if electronic mail does not satisfy set of criteria, then possessing electronic mail 
message as second type of electronic mail (valid message, page 2, 0025); 

- wherein first type of electronic mail is processed differently than the second type of 
electronic mail (verification request deliverable or undeliverable, pages 2-3, 0026). 

Leeds does teach automatically generating a set of criteria to determine if the e-mail is 
junk or not (''authenticator", ''determine if a received e-mail is a junk e-maiV\ ''either 
automatically or as part of a mail fdter'\ [0012], junk e-mail, page 2, 0025, "(3) a 
learning knowledge base that creates its own rules to ascertain prior junk e-mail 



Application/Control Number: 09/108,527 Page 5 

Art Unit: 2127 

characteristics and subsequently adds those criteria to the knowledge base to prevent 
future junk e-mail with the same or similar characteristics from being delivered '\ 
[002 5 J) and has a confidence rating which automatically determines if the email is junk 
or legitimate (''Based upon that determination, certain user-assignable and computable 
confidence ratios may be automatically determined, page /, [0011]). The confidence 
ratio acts like a threshold because if the confidence rating is exceeded, then the email 
would be classified as one type of mail, and vice versa. 
However, Leeds does not explicitly state the term threshold. 

On the other hand, Horvitz teaches using a threshold value to be compared against 
for filtering out unwanted emails (threshold value, col 4 line 67 and col 5 lines 1-15) for 
the reason to classify messages accordingly to some criteria, where "junk e-emair' (page 
2, 0025) can serve as one type of electronic mail. Furthermore, Horvitz discloses "an 
invention which discriminates message content through content classifications/criteria 
(''invention discriminates message content for that recipient, through a probabilistic 
classifier (e.g, a support vector machine) trained on prior content classifications'', see 
Abstract). Therefore, it would have been obvious to one ordinary skill in the art at the 
time the invention was made to include a threshold to the system of Leeds in order to 
have a point or boundary of the amount of a message content which distinguishes the 
difference between spam and a legitimate email (col 4, line 67, and col 5, lines 1-15). 
Horvitz is in the same field of endeavor of junk email detecting/eliminating, therefore, 
combination of references is proper. 

8. Referring to claim 2, Leeds teaches the following: 
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- generating a message signature for an electronic mail message based on contents of 
an electronic mail message (digitally the signed part, the signature, and the unique 
code, page 4, 0038) ; 

- determines whether message signature satisfies the set of criteria (check signed part 
of message against signature, page 4, 0038). 

9. Referring to claim 3, Leeds fails to explicitly teach that determining that a 
threshold number of said plurality of electronic mail messages have a particular content 
includes determining that at least a portion of each said plurality of electronic mail 
messages have said particular content. However, Horvitz teaches using a threshold value 
to be compared against for filtering out unwanted emails (threshold value, col 4 line 67 
and col 5 lines 1-15) for the reason to classify messages accordingly to some criteria. 
Furthermore, Horvitz discloses "an invention which discriminates message content 
through content classifications/criteria Convention discriminates message content for that 
recipient, through a probabilistic classifier (e.g., a support vector machine) trained on 
prior content classifications'', see Abstract). Therefore, it would have been obvious to 
one ordinary skill in the art at the time the invention was made to include a threshold to 
the system of Leeds in order to have a point or boundary of the amount of a message 
content which distinguishes the difference between spam and a legitimate email (col 4, 
line 67, and col 5, lines 1-15). 

10. Referring to claim 4, while Leeds teaches a confidence rating assigned to a 
message (page 2, 0024), he fails to explicitly teach tracking how many signature elements 
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of electronic mail messages match. However, it would be obvious to one of ordinary 
skill in the art at the time the invention was made that the confidence rating feature of 
Leeds serves the same function as the signature elements tracker because this tracking of 
signature elements is used to calculate how "confident" the system is in determining 
whether the electronic mail is a junk email (page 2, 0024). 

1 1 . Referring to claim 8, Leeds explicitly fails to teach adding a bulk electronic mail 
flag to an electronic mail message. However, it would have been obvious to one ordinary 
skill in the art at the time the invention was made to include a bulk electronic mail flag to 
the system of Leeds in order to determine when a bulk electronic mail is received. 

12. Referring to claim 9, Leeds explicitly fails to teach a server adding a bulk 
electronic mail flag to an electronic mail message. However, it would have been obvious 
to one ordinary skill in the art at the time the invention was made to have the server 
include a bulk electronic mail flag to the system of Leeds in order to determine when a 
bulk electronic mail is received. 

13. Referring to claim 10, Leeds teaches a method of managing electronic mail, the 
method comprising the steps of 

- a central server receiving from an electronic mail server a message signature 

generated from an electronic mail message (e-mail message, network, page 3, 0035, 
e-mail messages automatically scanned and parsed at server, page 2, 0024, and 
server, [0024]); 
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- an electronic mail server determining whether said message signature satisfies a set 
of criteria based on message signatures previously received by said central server 
from a set of electronic mail servers (scored to probable characteristics, origination, 
validity and desirability of mail, page 2, 0024, and status of mail as junk e-mail or 
valid message, page 2, 0025, and ''Incoming messages (e-mails) are automatically 
scanned and parsed, either (1) at a server located at an Internet provider (prior to 
delivery to the intended ultimate recipient), (2) at a LAN-based receiving station, or 
(3) at the actual ultimate recipients mail machine, Le., local to the user. Once the 
message has been parsed or broken down into fields, the message is compared with 
several user defined rules for handling messages, and a confidence rating is assigned 
to the message. [0024]); 

- if said received data satisfies a set of criteria, then said electronic mail server 
processing said electronic mail message as a bulk electronic mail message (junk e- 
mail, page 2, 0025);. 

Leeds fails to explicitly teach: 

- wherein said set of criteria classifies said electronic mail message and a threshold 
number of electronic mail messages as having a particular content; 

However, Horvitz teaches using a threshold value to be compared against for 
filtering out unwanted emails (threshold value, col 4 line 67 and col 5 lines 1-15) for the 
reason to classify messages accordingly to some criteria, where "junk e-email" (page 2, 
0025) can serve as one type of electronic mail. Furthermore, Horvitz discloses "an 
invention which discriminates message content through content classifications/criteria 
(''invention discriminates message content for that recipient, through a probabilistic 
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classifier (e,g., a support vector machine) trained on prior content classifications '\ see 
Abstract). Therefore, it would have been obvious to one ordinary skill in the art at the 
time the invention was made to include a threshold to the system of Leeds in order to 
have a point or boundary of the amount of a message content which distinguishes the 
difference between spam and a legitimate email (col 4, line 67, and col 5, lines 1-15), 

14. Referring to claim 1 1, it is rejected for the same reason as in the rejection of claim 
4, 

15. Referring to claims 19 and 32, Leeds teaches the system, method and a computer- 
readable medium carrying one or more sequences of one or more instructions for 
managing electronic mail C'media devices'', and e-mail pcig^ 2, 0024) of automatically 
generating a set of criteria based on contents of a plurality of emails C'authenticator'' to 
determine if a received email is a junk email, page 7, 0072, Fig. 7), wherein the 
execution of the one or more sequences of the one or more instructions causes the one or 
more processors to perform the steps of 

- receiving an electronic mail message over a network (e-mail message, network, page 
3, 0035, e-mail messages automatically scanned and parsed at server, page 2, 0024); 
generating a message signature for said electronic mail message by applying contents 
of said electronic mail message to a function that produces said message signature 
(digitally the signed part, the signature, and the unique code, page 4, 0038); 

- if electronic mail message satisfies set of criteria, then processing electronic mail 
message as first type of electronic mail Ounk e-mail, page 2, 0025); 
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- if electronic mail does not satisfy set of criteria, then possessing electronic mail 

message as second type of electronic mail (valid message, page 2, 0025); 
Leeds fails to explicitly teach: 

determining whether said message signature satisfies a set of criteria that indicates 
said electronic mail message and a threshold number of electronic mail messages 
have a particular content. 

However, Horvitz teaches using a threshold value to be compared against for 
filtering out unwanted emails (threshold value, col 4 line 67 and col 5 lines 1-15) for the 
reason to classify messages accordingly to some criteria, where "junk e-email " (page 2, 
0025) can serve as one type of electronic mail. Furthermore, Horvitz discloses "an 
invention which discriminates message content through content classifications/criteria 
(''invention discriminates message content for that recipient, through a probabilistic 
classifier (e.g., a support vector machine) trained on prior content classifications'', see 
Abstract). Therefore, it would have been obvious to one ordinary skill in the art at the 
time the invention was made to include a threshold to the system of Leeds in order to 
have a point or boundary of the amount of a message content which distinguishes the 
difference between spam and a legitimate email (col 4, line 67, and col 5, lines 1-15). 

16. Referring to claim 27, it is rejected for the same reasons as in the rejection of 
claim 2. 



17. Referring to claim 28: 
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- wherein determining that a threshold number of said plurality of electronic mail 
messages have a particular content includes determining that at least a portion of 
each of said plurality of electronic mail messages have said particular content. 

Horvitz discloses using a threshold value to be compared against for filtering out 
unwanted emails (threshold value, col 4 line 67 and col 5 lines 1-15) for the reason to 
classify messages accordingly to some criteria. It is inherent that during the comparison 
of the threshold values, a determination is made whether the lower bound of the portion 
is satisfied or not. 

18. Referring to claim 35, Leeds teaches a method of managing electronic mail, the 
method comprising the steps of 

- automatically generating a set of criteria based on contents of a plurality of electronic 
mail messages received over a network (''authenticator'\ ^'determine if a received e- 
mail is a junk e-mair\ ''either automatically or as part of a mail filter '\ [ 0012], junk 
e-mail, page 2, 0025, and e-mail message, network, page 3, 0035, e-mail messages 
automatically scanned and parsed at server, page 2, 0024, *'(3) a learning 
knowledge base that creates its own rules to ascertain prior junk e-mail 
characteristics and subsequently adds those criteria to the knowledge base to prevent 
future junk e-mail with the same or similar characteristics from being delivered. 
[0025]); 

' wherein the step of automatically generating a set of criteria includes automatically 
determining what particular content to use to classify electronic mail messages 
C'authenticator'\ ''determine if a received e-mail is a junk e-mail", "either 
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automatically or as part of a mail filter '\ [0012] Junk e-mail, page 2, 0025, and e- 
mail message, network, page 3, 0035, e-mail messages automatically scanned and 
parsed at server, page 2, 0024) ;\ 

- in response to determining that a threshold number of said pluraHty of electronic mail 
messages have said particular content, generating criteria that classifies electronic 
mail messages that have said particular content as a first type of electronic mail (junk 
e-mail, page 2, 002 5) ;\ 

- receiving an electronic mail message over said network {e-mail message, network, 
page 3, 0035, e-mail messages automatically scanned and parsed at server, page 2, 
0024), \ 

- determining whether said electronic mail message satisfies said set of criteria then 
processing said electronic mail message as said first type of electronic mail (scored 
to probable characteristics, origination, validity and desirability of mail, page 2, 
0024, and status of mail as junk e-mail or valid message, page 2, 0025); 

- if said electronic mail message does not satisfy said set of criteria, then processing 
said electronic mail message as a second type of electronic mail (scored to probable 
characteristics, origination, validity and desirability of mail, page 2, 0024, and 
status of mail as junk e-mail or valid message, page 2, 0025) ;\ 

- wherein said first type of electronic mail is processed differently than said second 
type of electronic mail (scored to probable characteristics, origination, validity and 
desirability of mail, page 2, 0024, and status of mail as junk e-mail or valid 
message, page 2, 0025);. 
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Leeds does teach automatically generating a set of criteria to determine if the e-mail is 
junk or not Cauthenticator'\ '^determine if a received e-mail is a junk e-mair\ ''either 
automatically or as part of a mail filter '\ [0012], junk e-mail, page 2, 0025, *'(3) a 
learning knowledge base that creates its own rules to ascertain prior junk e-mail 
characteristics and subsequently adds those criteria to the knowledge base to prevent 
future junk e-mail with the same or similar characteristics from being delivered, 
[0025]) and has a confidence rating which automatically determines if the email is junk 
or legitimate (''Based upon that determination, certain user-assignable and computable 
confidence ratios may be automatically determined. '\ page 1, [0011]). The confidence 
ratio acts like a threshold because if the confidence rating is exceeded, then the email 
would be classified as one type of mail, and vice versa. 
However, Leeds does not explicitly state the term threshold. 

On the other hand, Horvitz teaches using a threshold value to be compared against 
for filtering out unwanted emails (threshold value, col 4 line 67 and col 5 lines 1-15) for 
the reason to classify messages accordingly to some criteria, where "junk e-email" (page 
2, 0025) can serve as one type of electronic mail. Furthermore, Horvitz discloses "an 
invention which discriminates message content through content classifications/criteria 
("invention discriminates message content for that recipient, through a probabilistic 
classifier (e.g., a support vector machine) trained on prior content classifications", see 
Abstract). Therefore, it would have been obvious to one ordinary skill in the art at the 
time the invention was made to include a threshold to the system of Leeds in order to 
have a point or boundary of the amount of a message content which distinguishes the 
difference between spam and a legitimate email (col 4, line 67, and col 5, lines 1-15). 
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Horvitz is in the same field of endeavor of junk email detecting/eliminating, therefore, 
combination of references is proper. 



19. Claims 12, 13, 14, and 20 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Leeds (US 2002/0016824 Al) in view of Horvitz et al. (hereinafter 
Horvitz) (US 6,161,130), and further in view of Natarajan (US 2002/0016916 Al). 

20. Referring to claim 12, Leeds fails to explicitly teach the use of a one-way hash 
function for matching threshold values to portions of the message signature. However, 
Natarajan teaches the use of a one-way hash function for signatures. Therefore, it would 
have been obvious to one ordinary skill in the art at the time the invention was made to 
include Natarajan' s teaching of a one-way hash function into the existing system of 
Leeds because it is the preferred mode to obtain a message digest (one-way hash function 
to obtain a message digest, page 1, 0006). 

21 . Referring to claim 13, Leeds teaches transmitting messages to an electronic mail 
server for generating message signatures. However, the combination system of Leeds 
and Natarajan fails to explicitly teach specifying changes to one or more routines invoked 
by the electronic mail server to perform this. It would have been obvious to one ordinary 
skill in the art at the time the invention was made to include the ability to use changes to 
one or more routines for the Leeds and Natarajan combination system because it would 
give the system more functionality. 
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22. Referring to claim 14, Leeds explicitly fails to teach transmitting messages by 
platform-independent byte code. However, it would have been obvious to one ordinary 
skill in the art at the time the invention was made to add the platform-independent byte 
code feature to the existing combination system of Leeds and Natarajan so that it can run 
on any given system. 

23. Referring to claim 20, Leeds explicitly fails to teach using a one-way hash 
function that receives content from an email as input and a message signature as output. 
However, Natarajan teaches using a one-way hash function that receives the "source data 
of the digital object" as input and outputs an "encrypted message digest" (0006). 
Therefore, it would have been obvious to one ordinary skill in the art at the time the 
invention was made to include the one-way hash function with these I/O features of 
Natarajan to the system of Leeds because it is well known that it is a technique for 
identifying a digital object (0006). 

24. Claims 21-25, 33-34, and 36 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Leeds (US 2002/0016824 Al) in view of Horvitz et al. (hereinafter 
Horvitz), and further in view of Shaw (US 20020026634). 

25. Referring to claims 21-23, Leeds fails to expUcitly teach using a remote server for 
generating message signatures. However, Shaw teaches using the remote server (Figure 
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1, 60) to receive code (page 2, 0030) and for signatures (page 2, 0030 and 0031). 
Therefore, it would have been obvious to one ordinary skill in the art at the time the 
invention was made to make the server of Leeds remote because it is well known that it 
can already be done. 

26. Referring to claim 24, the combination system of Leeds and Shaw fails to 
explicitly teach using platform-independent byte code. However, it would have been 
obvious to one ordinary skill in the art at the time the invention was made to include this 
feature to the existing Leeds and Shaw system in order for it to have the flexibility to 
operate on any given system. 

27. Referring to claim 25, the combination system of Leeds and Shaw fails to 
explicitly teach using machine executable code. However, it would have been obvious to 
one ordinary skill in the art at the time the invention was made to include this feature to 
the existing Leeds and Shaw system so that any programs can be executed. 

28. Referring to claim 33, it is rejected for the same reasons as in the rejection of 
claim 23. 

29. Referring to claim 34, it is rejected for the same reasons as in the rejection of 
claim 24. 
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30. Referring to claim 36, it is rejected for similar reasons as stated in the rejection of 
claim 34. In addition, it is well known in the art that a computer-readable medium 
carrying one or more sequences of instructions which, when executed by one or more 
processors, can cause one or more processors to perform platform independent byte code. 
It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to include this feature to the existing system and method for the reason of 
increasing the functionality by having a medium to store instructions to allow for 
platform independence. This is beneficial by being able to have the flexibility to operate 
on any given system. 



Allowable Subject Matter 

3 1 . Claims 5-7 and 18 would be allowable if rewritten to overcome the rejection(s) 
under 35 U.S. C. 112, second paragraph, set forth in this Office action and to include all 
of the limitations of the base claim and any intervening claims. The following is a 
statement of reasons for the indication of allowable subject matter: Leeds in view of 
Horwitz fails to explicitly teach counting how many message signature elements that 
matched other message signatures. 

32. Claims 1 5 and 3 1 would be allowable if rewritten or amended to overcome the 
rejection(s) under 35 U.S.C. 1 12, second paragraph, set forth in this Office action. 

The following is a statement of reasons for the indication of allowable subject 
matter: Leeds teaches a central server receiving message signatures from emails, where 
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each message signature includes one or more signature elements (digitally the signed 
part, the signature, and the unique code, page 4, 0038, 'Incoming messages (e-mails) are 
automatically scanned and parsed, either (1) at a server located at an Internet provider 
(prior to delivery to the intended ultimate recipient), (2) at a LAN-based receiving 
station, or (3) at the actual ultimate recipient's mail machine, i.e,, local to the user. '\ 
[0024]). However, Leeds fails to explicitly teach the central server generating counts of 
how many times said one or more signature elements are matched by signature elements 
from message signatures generated for other electronic mail messages in addition to the 
central server transmitting a message reflecting said counts. 

33. Claim 16-17 are allowed. 

34. Claims 30 and 37 are objected to as being dependent upon a rejected base claim, 
but would be allowable if rewritten in independent form including all of the limitations of 
the base claim and any intervening claims. 

Response to Arguments 

35. With respects to the arguments to claims 1, 10, 19, 26, 29, 32 and 35, Applicant is 
referred to the updated rejections made in this office action. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kenneth Tang whose telephone number is (703) 305- 
5334. The examiner can normally be reached on 9:00am-6:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William Grant can be reached on (703) 308-1 108. The fax phone number for 
the organization where this appUcation or proceeding is assigned is (703) 872-9306. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is (703) 746- 



7140. 



kt 

September 11, 2003 




